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Abstract: Rank-metric codes were studied by E. Gabidulin in 1985 after a brief introduction by Delsarte in 1978
as analogues of Reed-Solomon codes in the rank metric, but based on linearized polynomials. They
have found applications in many areas, including linear network coding and space-time coding. They
are also used in cryptography to reduce the size of the keys compared to Hamming metric codes at the
same level of security. However, some families of rank-metric codes suffer from structural attacks due
to the strong algebraic structure from which they are defined. It therefore becomes interesting to find
new code families in order to address these questions in the landscape of rank-metric codes. In this
paper, we provide a generalization of Subspace Subcodes in Rank metric introduced by Gabidulin
and Loidreau. We also characterize this family by giving an algorithm which allows to have its
generator and parity-check matrices based on the associated extended codes. We have also studied
the specific case of Gabidulin codes whose underlying decoding algorithms are known. Bounds for
the cardinalities of these codes, both in the general case and in the case of Gabidulin codes, are also
provided.
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1. Introduction

Rank-metric codes were studied by E. Gabidulin in 1985 [9] after a brief introduction by Delsarte in
1978 [7] who gave a description based on finite fields and its properties. By construction, Gabidulin codes
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are analogues of Reed-Solomon codes in the rank metric [30], since codewords are obtained by evaluation
of q−polynomials on a support included in an extension of degree m of Fq. Rank-metric codes have
found applications in network coding [8], for example, when the transmitter and receiver are oblivious
to the inner workings and topological network. Rank-metric codes has been also used in the theory of
space-time codes, introduced by Lu and Kumar from Gabidulin codes [22].

Current cryptographic systems mostly rely on number-theoretic problems such as integer factoriza-
tion and discrete logarithms. However, these problems are all vulnerable to quantum algorithms [31]. The
theory of error correcting codes is a serious candidate that offers perspectives to face quantum computers
via the Syndrome Decoding problem in the Hamming metric or in the Rank metric. They have been very
used in cryptography these last decades to provide cryptographic primitives for encryption, signature,
hashing or pseudo-random number generation. The main reason for using rank-metric codes in cryptog-
raphy is the possibility of reducing the size of the keys compared to Hamming metric codes at the same
level of security. Rank metric based cryptography began with the GPT cryptosystem and its variants
[1, 12, 13, 21, 28, 29] based on Gabidulin codes [9], which are rank-metric analogues of Reed-Solomon
codes. Unfortunately, as in the case of Reed-Solomon codes, the strong algebraic structure of these codes
has been successfully exploited to attack the original GPT cryptosystem and its variants in a series of
works initiated by Gibson and Overbeck [14, 15, 17, 20, 26, 27]. Recently, some public key cryptosystems
based on rank-metric codes [23, 24] were candidates at the NIST competition for Post-Quantum Cryp-
tography and up to the second round. But again, they were all eliminated after the second round of the
competition due to security defects. Considering the fact that the very old McEliece cryptosystem that
uses Subspace Subcodes of Generalized Reed-Solomon codes is still secure and currently at the fourth
found of the NIST competition, it becomes theoretically interesting to study Subspace Subcodes in the
rank-metric.

The notion of Subspace Subcode is used to denote a Subcode whose components of each codeword
belong to the same vector subspace. This notion was first introduced in the Hamming metric for Reed-
Solomon codes by Hattori, McEliece, and Solomon, G. [16]. A few years later, the same notion was
introduced for rank-metric codes by Gabidulin and Loidreau with applications to cryptography [1, 11].
Recently, Berger, Gueye and Klamti [2] proposed a generalization of these Subcodes in the Hamming
metric by allowing the components of each codeword of the Subcode to be in different subspaces. This
previous work was followed by an article of Berger, Gueye, Klamti and Ruatta [3], proposing a cryptosys-
tem based on quasi–cyclic Subcodes of Subspace Subcode of Reed-Solomon codes.

This paper introduces and characterizes the family of Generalized Subspace Subcodes of a rank-
metric code by giving an algorithm which allows to construct their generator and parity-check matrices
based on the associated extended codes. Bounds of the cardinalities of these codes both in the general
case and in the case of Gabidulin codes are also provided as a generalization of the results obtained in
[11]. The work ends by a focus on the specific case of Gabidulin codes whose decoding algorithms are
known.

The rest of the document is organized as follows, we start in section 2 with some preliminaries to
identify the generalities related to rank-metric codes. Section 3 presents some results on Generalized
Subspace Subcodes in the rank-metric and a new result on the lower bound of their size. We give our
main results on Generalized Subspace Subcodes of Gabidulin codes in section 4 by giving bounds of their
size and an algorithm to construct directly a generator matrix. Section 5 deals with the parent Codes
of Gabidulin RGSS 1 codes for decoding subcodes as alternative to using the decoding algorithm of the
supercode. In section 6 we give some directions for their potential applications in cryptology and how it
can reduce the key sizes. Finally, section 7 concludes the paper and gives some perspectives.

1 Rank Generalized Subspace Subcodes
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2. Preliminaries

2.1. Rank-metric codes

The rank weight wR(x) of a word x = (x1, . . . , xn) ∈ Fn
qm in an extension field Fqm/Fq is defined by

the maximal number of its elements that are linearly independent over the base field Fq, where m and
n are positive integers and q a power of a prime number. The rank distance dR between two words is
defined by the rank weight of their difference, i.e. dR(x, y) = wR(x − y). It is well known that dR has
the properties of a metric on Fn

qm .

Definition 2.1. Let x = (x1, . . . , xn) ∈ Fn
qm and {b1, b2, . . . , bm} a basis of Fqm over Fq. We can write

xj =
m∑

i=1
xijbi ∈ Fqm for each j = 1, · · · , n with xij ∈ Fq. The rank weight wR(x) of x is defined as the

rank of the matrix Mx = (xij) ∈ Fm×n
q .

In the sequel, a linear code of length n and dimension k (also called [n, k]−linear code or simply
[n, k]−code) over Fqm will denote a k−dimensional subspace of the n−dimensional vector space Fn

qm .
A rank-metric code is then a linear code endowed with the above metric, called rank-metric. Given a
rank-metric code C ⊂ Fn

qm , its minimum rank distance is

dR(C) = min
c1 ̸=c2∈C

wR(c1 − c2) = min
c∈C,c̸=0

wR(c).

If C ⊂ Fn
qm is a k−dimensional rank-metric code with minimum rank distance dR(C), it is said to be a

[n, k, d = dR(C)]qm−code. The parameters of a [n, k, d = dR(C)]qm−code are related by an equivalent of
the Singleton bound for the rank distance, see [9]:

Card(C) ≤ qmin(m(n−d+1),n(m−d+1))

where Card is the cardinality of C. Furthermore, a code satisfying the equality Card(C) =
qmin(m(n−d+1),n(m−d+1)) is called a Maximum Rank Distance (MRD) code.

2.2. Punctured and shortened codes

Punctured and shortened codes of a given code are very important derivative codes to characterize
certain subcodes, but also to mount structural attacks against code-based cryptosystems [6]. We are
going to use them on extended codes to characterize Subspace Subcodes in the rank-metric. We recall
here their definitions and some needed properties.

Definition 2.2 (Punctured code). Let C ⊂ Fn
q be a linear code, I ⊆ {1, .., n} a set of coordinate positions.

• Given a vector y ∈ Fn
q , the puntured vector y/I of y on I is defined by y/I := (yi)i∈{1,...,n}\I .

• The punctured code C/I of C on I is the code of length n − |I| defined by C/I = {c/I | c ∈ C}.

In this paper, we will sometimes use the puncturing operation on matrices as follows. For a matrix
M ∈ Fm×n

q , the punctured matrix of M on I is the matrix M/I ∈ Fm×(n−|I|)
q obtained by puncturing

all the row vectors of M on I.

Proposition 2.3. Let C ⊂ Fn
q be a [n, k, d]−code, I ⊆ {1, . . . , n}. Then C/I is an

[n − |I|, k′, d′]−code such that:

k − |I| ≤ k′ ≤ k and d − |I| ≤ d′ ≤ d.
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Definition 2.4 (Shortened Code). Let C ⊂ Fn
q be a linear code, I ⊆ {1, . . . , n} a set of coordinates and

C′ = {c ∈ C | ci = 0, ∀ i ∈ I}. The Shortened code of C on I denoted by C|I is the punctured code of C′

on I i.e., C|I = C′
/I .

Proposition 2.5. Let C ⊂ Fn
q be a [n, k, d]−code and I ⊆ {1, . . . , n}. Then C|I is a

[n − |I|, k′, d′]−code satisfying:

k − |I| ≤ k′ ≤ k and d ≤ d′.

Theorem 2.6. (Link between Shortened and Punctured Codes [18], Theorem 1.5.7]) Let C ⊂ Fn
q be a

[n, k, d]−code and I ⊆ {1, . . . , n}. We have

1. (C⊥)|I = (C/I)⊥

2. (C|I)⊥ = (C⊥)/I

This link allows us to have a generator matrix of a shortened code (subcode) of a code from the
punctured code of its dual code.

3. Generalized subspace subcodes in the rank metric

Subspace Subcodes in the rank-metric were introduced by Gabidulin and Loidreau in [11], where
decoding methods were also proposed. In this section, we give a generalization of Subspace Subcodes in
the rank-metric.

Definition 3.1 ([11]). Let C be a [n, k, d = dR(C)]qm−code, and V a Fq−vector subspace of Fqm with
dimension s ≤ m. The Subspace Subcode of C, with respect to V , is the Fq−vector space C ∩ V n.

The elements of C ∩V n are codewords whose components lie in the alphabet formed by the subspace
V . In general, C ∩ V n is not Fqm−linear, but it is Fq−linear and also linear over some intermediate
extension depending on V . This code also corresponds by projection to the Subgroup Subcode [19] on
the alphabet Fs

q.
In the following, we introduce a generalization of definition 3.1 by allowing the choice of different vector
subspaces for each coordinate.

Definition 3.2. Let C be a [n, k, d = dR(C)]qm−code, and V1, . . . , Vn a series of n Fq−vector subspaces of

Fqm with dimensions respectively s1, s2, . . . , sn. Let denotes
n∏

i=1
Vi the Cartesian product of V1, . . . , Vn.

The Rank Generalized Subspace Subcode of C with respect to
n∏

i=1
Vi is the Fq−vector space C ∩

n∏
i=1

Vi.

Remark that all the Vi’s are equal in definition 3.1, contrary to what we have in the above definition
3.2.
Let B = {b1, b2, . . . , bm} be a basis of Fqm as a Fq−vector space. We consider the map ϕB : Fqm −→ Fm

q ,

mapping each element of Fqm to its Fq−coordinates in the basis B. That is to say, for any x =
m∑

i=1
xibi ∈

Fqm (with xi ∈ Fq), ϕB(x) = (x1, x2, . . . , xm). Given n Fq−bases B1, . . . , Bn of Fqm , this map can be
extended to Fn

qm by

ϕ(Bi)i
: Fn

qm −→ Fmn
q

(c1, c2, . . . , cn) 7−→ (ϕB1(c1), ϕB2(c2), . . . , ϕBn
(cn)),

In the case B1 = · · · = Bn = B, we will simply use ϕB insteed of ϕ(Bi)i
.
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ϕ(Bi)i
is called the expansion function and, applying it to all codewords of a [n, k]−code C, this

gives a new linear code of length nm called q−ary image of C and denoted by C((Bi)i) or simply C(B) if
B1 = · · · = Bn = B. More formally, we have the following definition.

Definition 3.3. Let C be a linear code of length n and dimension k over Fqm . The q−ary image C((Bi)i)

of C with respect to the n bases B1, . . . , Bn of Fqm is the image of C by the Fq−linear map ϕ(Bi)i
:

C((Bi)i) = ϕ(Bi)i
(C)

Let C be an [n, k] linear code over Fqm . In the following proposition, we describe how to explicitly
compute a generator matrix and a parity-check matrix for the q-ary image C((Bi)i) of C, where each
coordinate expansion is done with respect to a possibly distinct basis Bi of Fqm .

Proposition 3.4. Let C be a [n, k]−code over Fqm and B = {b1, b2, . . . , bm} be a basis of Fqm .

1. If G =


g1
g2
...

gk

 ∈ Fk×n
qm is a generator matrix of C then, the matrix Ĝ

B

(Bj)j
defined by

Ĝ
B

(Bj)j
=


ϕ(Bj)j

(b1gi)
ϕ(Bj)j

(b2gi)
...

ϕ(Bj)j
(bmgi)


1≤i≤k

∈ Fmk×mn
q (1)

is a generator matrix of the q−ary image C((Bi)i) of C with respect to the n bases B1, . . . , Bn of
Fqm .

2. If H =


h1
h2
...

hn


T

∈ F(n−k)×n
qm is a parity-check 2 matrix of C, then the matrix Ĥ

B

(Bj)j
defined by

Ĥ
B

(Bj)j
=


ϕ(Bj)j

(b1hi)
ϕ(Bj)j

(b2hi)
...

ϕ(Bj)j
(bmhi)


T

1≤i≤n

∈ Fm(n−k)×mn
q (2)

is a parity-check matrix of the q−ary image C((Bi)i) of C with respect to the n−k bases B1, . . . , Bn−k

of Fqm .

Proof. For the first point, let us consider for any line i ∈ {1, · · · , k} of G, the map

fgi
: Fqm −→ Fn

qm

x 7−→ fgi
(x) = xgi,

Since ϕB is an Fq−isomorphism from Fqm to Fm
q , we consider the Fq−linear map θgi

= ϕ(Bj)j
◦ fgi

◦ ϕ−1
B

from Fm
q to Fmn

q . Let B∗ = (b∗
1, . . . , b∗

m) be a basis of Fm
q such that for any i ∈ {1, · · · , m}, b∗

i = ϕB(bi).

2 Here, the hi are the column vectors of the matrix H.
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As the encoding is considered as a vector-matrix product, the matrix of θgi
in the basis B∗ is given by a

matrix Mgi
∈ Fm×mn

q such that:

Mgi
=


θgi

(b∗
1)

θgi
(b∗

2)
...

θgi
(b∗

m)

 =


ϕ(Bj)j

◦ fgi
◦ ϕ−1

B (b∗
1)

ϕ(Bj)j
◦ fgi ◦ ϕ−1

B (b∗
2)

...
ϕ(Bj)j

◦ fgi
◦ ϕ−1

B (b∗
m)

 =


ϕ(Bj)j

(b1gi)
ϕ(Bj)j

(b2gi)
...

ϕ(Bj)j
(bmgi)


To finish, we have by definition

ϕ(Bj)j
(C) = {ϕ(Bj)j

(mG), m ∈ Fk
qm}

= {ϕ(Bj)j
(
∑k

i=1 migi), m = (m1, · · · , mk) ∈ Fk
qm}

= {
∑k

i=1 ϕ(Bj)j
◦ fgi

(mi), m = (m1, · · · , mk) ∈ Fk
qm}

= {
∑k

i=1 θgi
◦ ϕB(mi), m = (m1, · · · , mk) ∈ Fk

qm}
= {

∑k
i=1 θgi

(m′
i), m′ = (m′

1, · · · , m′
k) ∈ (Fm

q )k}
= {

∑k
i=1 m′

iMgi
, m′ = (m′

1, · · · , m′
k) ∈ (Fm

q )k}

= {m′ ·


Mg1

Mg2
...

Mgk

 , m′ ∈ Fkm
q }

= <


Mg1

Mg2
...

Mgk

 >Fq

The proof of the second point of the proposition is similar. Indeed, by considering only the n − k bases
B1, . . . , Bn−k of Fqm , let us apply ϕ(Bj)j

on a syndrome s given by sT = y · HT . We have

ϕ(Bj)j
(sT ) = ϕ(Bj)j

(y · HT )
=
∑n

i=1 ϕ(Bj)j
◦ fhi

(yi)

= ϕB(y) ·


Mh1

Mh2
...

Mhn

 = ϕB(y) ·


ϕ(Bj)j

(b1hi)
ϕ(Bj)j

(b2hi)
...

ϕ(Bj)j
(bmhi)


1≤i≤n

One can remark that this proposition is a general case of [32, Theorem 1], that can be obtained
from the above proposition by taking B1 = B2 = · · · = Bn. Furthermore, by using the notations
in the above proof, one can remark that for any i ∈ {1, · · · , k}, the map fgi

can be decomposed as
fgi = (fgi1 , fgi2 , · · · , fgin). So, the matrix Ĝ

B

(Bj)j
can be written as follows :

Ĝ
B

(Bj)j
= (Mgij

)1≤i≤k,1≤j≤n =


Mg11 · · · Mg1n

Mg21 · · · Mg2n

...
. . .

...
Mgk1 · · · Mgkn

 ∈ (Fm×m
q )k×n

where the matrix MT
gij

= MB,Bj (θgij ) is the matrix of the linear map θgij from the basis B to the basis
Bj , for i ∈ {1, · · · , k} and j ∈ {1, · · · , n}. Another remark is that, for a different basis B′ we get another
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generator matrix Ĝ
B′

(Bj)j
of the same code, and this is the same for Ĥ

B′

(Bj)j
. To simplify things in the

following, we will sometimes write Ĝ(Bj)j
instead of Ĝ

B

(Bj)j
and if B1 = B2 = · · · = Bn = B, we define

ĜB := Ĝ
B

(Bj)j
.

Example 3.5. Let n = 7, m = 3, and let α be a root of the irreducible polynomial x3 + x + 1. Let’s
consider the [n, 3]−code C generated by the following generator matrix:

G =

1 0 0 α3 α 1 α3

0 1 0 α6 α6 1 α2

0 0 1 α5 α4 1 α4


For B = {1 = (100), α = (010), α2 = (001)} = B1 = · · · B7, a generator matrix of the binary image C(B)

of C is :

ĜB =



1 0 0 0 0 0 0 0 0 1 1 0 0 1 0 1 0 0 1 1 0
0 1 0 0 0 0 0 0 0 0 1 1 0 0 1 0 1 0 0 1 1
0 0 1 0 0 0 0 0 0 1 1 1 1 1 0 0 0 1 1 1 1
0 0 0 1 0 0 0 0 0 1 0 1 1 0 1 1 0 0 0 0 1
0 0 0 0 1 0 0 0 0 1 0 0 1 0 0 0 1 0 1 1 0
0 0 0 0 0 1 0 0 0 0 1 0 0 1 0 0 0 1 0 1 1
0 0 0 0 0 0 1 0 0 1 1 1 0 1 1 1 0 0 0 1 1
0 0 0 0 0 0 0 1 0 1 0 1 1 1 1 0 1 0 1 1 1
0 0 0 0 0 0 0 0 1 1 0 0 1 0 1 0 0 1 1 0 1


A parity-check matrix of C(B) is, by using the fact that ĜB · (ĤB)T = 0, :

ĤB =



1 0 1 1 1 0 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0
1 1 1 0 0 1 1 0 0 0 1 0 0 0 0 0 0 0 0 0 0
0 1 1 1 0 0 1 1 0 0 0 1 0 0 0 0 0 0 0 0 0
0 0 1 1 1 0 0 1 1 0 0 0 1 0 0 0 0 0 0 0 0
1 0 1 0 0 1 1 1 0 0 0 0 0 1 0 0 0 0 0 0 0
0 1 0 1 0 0 1 1 1 0 0 0 0 0 1 0 0 0 0 0 0
1 0 0 1 0 0 1 0 0 0 0 0 0 0 0 1 0 0 0 0 0
0 1 0 0 1 0 0 1 0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 1 0 0 1 0 0 1 0 0 0 0 0 0 0 0 1 0 0 0
1 0 1 0 1 0 0 1 1 0 0 0 0 0 0 0 0 0 1 0 0
1 1 1 0 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 1 0
0 1 1 1 0 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 1


To construct a subcode restricted to subspaces, the general approach begins by computing the q−ary

image of the code via a fixed basis of Fqm . Then, for each coordinate block of size m, a suitable change
of basis is applied. After this transformation, the code is punctured on selected positions to eliminate
undesired coordinates, and taking the dual of the resulting code yields the desired subcode. In what
follows, we present several results underlying this process.

In the sequel, given a set of positions U ⊆ {1, 2, . . . , nm}, we denote its complement by Ū :=
{1, 2, . . . , nm} \ U . The next proposition formalizes this construction: it shows that shortening the q-ary
image of a code C on the positions Ū yields the q-ary image of a subspace subcode C ∩V n, where V ⊂ Fqm

is an appropriately chosen Fq-subspace. Since C ∩ V n ⊂ V n, each codeword can be expressed using a
basis Bs of V . We will abusively denote by (C ∩ V n)(Bs) the q-ary image obtained via coordinate-wise
expansion with respect to Bs.
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Proposition 3.6. Let C ⊆ Fn
qm be a linear code of length n, B = {b1, b2, . . . , bm} an Fq-basis of Fqm ,

and let Bs = {b1, . . . , bs} with V = ⟨Bs⟩ ⊂ Fqm an s-dimensional Fq-subspace. Define the set U =
u1 ∪ . . . ∪ un ⊆ {1, 2, . . . , nm}, where for each 1 ≤ j ≤ n, we let uj = {(j − 1)m + 1, . . . , (j − 1)m + s}.
Then, the shortened code (C(B))|Ū is equal to the q-ary image of the subspace subcode C ∩ V n with respect
to the basis Bs:

(C ∩ V n)(Bs) = (C(B))|Ū

Proof. Let y = (y1,1, . . . , ys,1, . . . , y1,j , . . . , ys,j , . . . , y1,n, . . . , ys,n) ∈ (C(B))|Ū .

Then there exists c ∈ ϕB(C) = C(B) such that y is obtained by puncturing c at the positions in Ū ,
and ci = 0 for all i ∈ Ū .

Since V = ϕ−1
B

(
{(x1, . . . , xs, 0, . . . , 0) | x1, . . . , xs ∈ Fq}

)
, it follows that ϕ−1

B (c) ∈ C ∩ V n, and thus
c ∈ ϕB(C ∩ V n). Hence,

y ∈ ((C ∩ V n)(B))/Ū = (C ∩ V n)(Bs).

Conversely, it is immediate that (C∩V n)(Bs) ⊆ (C(B))|Ū , and we conclude (C∩V n)(Bs) = (C(B))|Ū .

Thanks to Proposition 3.6, the construction of a subspace subcode C∩V n can, in practice, be reduced
to computing the q-ary image of C and then shortening it at appropriately chosen positions. To do so,
we may use theorem 2.6, ((C(B))|Ū )⊥ = ((C(B))⊥)/Ū and compute the punctured code that is easier to
do.
Example 3.7. Using the same code defined in Example 3.5, we consider s = 1 and V = F2 = ⟨1⟩F2 to
mean Bs = {1}. By definition, this yields the index set

U = u1 ∪ · · · ∪ u7 = {1, 4, 7, 10, 13, 16, 19},

corresponding to the first coordinate of each block of size m = 3. Thanks to Theorem 2.6, the dual of
the shortened code (C(B))|Ū is generated by the matrix (ĤB)/Ū obtained from the full parity-check matrix
ĤB by retaining only the columns indexed by U . That is to say

(ĤB)/Ū =



1 1 1 1 0 0 0
1 0 1 0 0 0 0
0 1 1 0 0 0 0
0 1 0 0 1 0 0
1 0 1 0 0 0 0
0 1 1 0 0 0 0
1 1 1 0 0 1 0
0 0 0 0 0 0 0
0 0 0 0 0 0 0
1 0 0 0 0 0 1
1 0 1 0 0 0 0
0 1 1 0 0 0 0


Thus, we obtain that ((C(B))|Ū )⊥ = (C ∩ F7

2)⊥ is generated by

H Ū =



1 1 1 1 0 0 0
1 0 1 0 0 0 0
0 1 1 0 0 0 0
0 1 0 0 1 0 0
1 1 1 0 0 1 0
1 0 0 0 0 0 1


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Note that one can easily compute a generator matrix GŪ of the subspace subcode C ∩ F7
2 from H Ū .

We now recall a fundamental result describing how a coordinate-wise change of basis in Fn
qm impacts the

q-ary image of a code, as well as its associated generator and parity-check matrices.

Theorem 3.8. [5, lemma 34] Let C be a linear code of length n over Fqm , B = {b1, b2, . . . , bm} be a basis
of Fqm . Let (Qj)j ∈ (GLm(Fq))n. The following equalities hold.

C((Q−1
j

B)j) = C(B) ·

Q1
. . .

Qn

 ,

Ĝ
B

(Q−1
j

B)j
= ĜB ·

Q1
. . .

Qn

 , and

Ĥ
B

(Q−1
j

B)j
= ĤB ·

(Q−1
1 )T

. . .
(Q−1

n )T


In practice, Theorem 3.8 implies that changing the basis at each coordinate position corresponds to right-
multiplication by a block-diagonal matrix on the q-ary image. This technique offers several important
benefits. Firstly, it allows working from a global basis (e.g., the canonical basis), simplifying the expansion
process via standard coordinate maps. Secondly, the change-of-basis matrices can be structured so that
their first si columns span the subspace Vi, and the remaining columns form a complement, enabling
efficient coordinate elimination through puncturing. During decoding, this layout also helps easily identify
the eliminated positions, facilitating reliable error correction in the subspace subcode. These features
make this approach well suited for the construction and decoding of generalized subspace subcodes.
Consequently, we deduce the following corollary.

Corollary 3.9. Let C be a linear code of length n over Fqm , B = {b1, b2, . . . , bm} be a basis of
Fqm and V =< d1, . . . , ds >Fq

a s−dimensional subspaces of Fqm . Given any completed basis D =
{d1, d2, . . . , ds, . . . , dm} from Ds = {d1, d2, . . . , ds}, and Q the change-of-basis matrix from the basis D
to the basis B, we have :

(C(D))|Ū = (C ∩ V n)(B) ·

Q
. . .

Q


|Ū

Where U = u1 ∪ . . . ∪ un ⊆ {1, 2, . . . , nm} with uj = {(j − 1)m + 1, . . . , (j − 1)m + s} for 1 ≤ j ≤ n.

Before giving the proof, we note that the change-of-basis matrices are defined with the convention that
message encoding is performed via vector-matrix multiplication (i.e., messages are treated as row vectors).
Consequently, the change of basis is applied row-wise. When we represent a basis B = {b1, b2, . . . , bm} as a
matrix, it simply corresponds to the change-of-basis matrix from the canonical basis K = {1, α, . . . , αm−1}

to the chosen basis : B =


ϕK(b1)
ϕK(b2)

...
ϕK(bm)

 ∈ Fm×m
q
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Proof. According to Proposition 3.6, we have (C(D))|Ū = (C ∩V n)(Ds) = ((C ∩V n)(D))/Ū . As QD = B,

then (C ∩ V n)(Ds) =
(

(C ∩ V n)(Q−1B)
)

|Ū
= (C ∩ V n)(B) ·

Q
. . .

Q


|Ū

.

We now extend the previous result to the case where each coordinate of the code is restricted to a
different subspace Vj ⊆ Fqm . This leads to the following expression for the q-ary image of a generalized
subspace subcode.

Corollary 3.10. Let C be a linear code of length n over Fqm and B be a Fq−basis of Fqm . For
any j ∈ {1, · · · , m}, let Vj =< d1,j , . . . , dsj ,j > be a sj−dimensional Fq−subspaces of Fqm , Dj =
{d1,j , . . . , dsj ,j , . . . , dm,j} be a completed basis from Dsj

= {d1,j , . . . , dsj ,j}, and Qj the change-of-basis

matrix from the basis Dj to the basis D. By setting W =
n∏

i=1
Vi, we have

(C((Dj)j))|Ū = ((C ∩ W )((Q−1
j

B)j))|Ū = (C ∩ W )(B) ·

Q1
. . .

Qn


|Ū

Where U = u1 ∪ . . . ∪ un ⊆ {1, 2, . . . , nm} with uj = {(j − 1)m + 1, . . . , (j − 1)m + sj} for 1 ≤ j ≤ n.

Thanks to the duality between shortening and puncturing (Theorem 2.6), a generator matrix of the
generalized subspace subcode (C ∩W )((Q−1

j
B)j) can be obtained by computing the kernel of the punctured

parity-check matrix (Ĥ(Q−1
j

B)j
)/Ū .

Example 3.11. Using the same code defined in Example 3.5, let us define W = V1×V2×V1×V3×V1×V2×
V1, with V1 = ⟨1, α⟩, V2 = ⟨1, α2⟩, and V3 = ⟨α, α2⟩. We consider D1 = D3 = D5 = D7 = B = {1, α, α2},
D2 = D6 = {1, α2, α}, and D4 = {α, α2, 1}. It is obvious that all the sj have the same value, which is 2
and U = u1 ∪ · · · ∪ u7 = {1, 2, 4, 5, 7, 8, 10, 11, 13, 14, 16, 17, 19, 20}. The different change-of-basis matrices
from Dj to the bases B (j = 1, . . . , 7) are :

Q1 = Q3 = Q5 = Q7 = I3, Q2 = Q6 =

1 0 0
0 0 1
0 1 0

 and Q4 =

0 1 0
0 0 1
1 0 0


Let D = Diag(QT

1 , QT
2 , QT

3 , QT
4 , QT

5 , QT
6 , QT

7 )/Ū . Then an extended parity-check matrix of the subcode
C ∩ W is given by HU = ĤB · D.

Hence, HU is obtained by deleting columns 3, 5, 9, 10, 15, 17, 21 from ĤB, resulting in:
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HU =



1 0 1 0 1 1 0 0 0 0 0 0 0 0
1 1 0 1 1 0 1 0 0 0 0 0 0 0
0 1 1 0 1 1 0 1 0 0 0 0 0 0
0 0 1 0 0 1 0 0 1 0 0 0 0 0
1 0 0 1 1 1 0 0 0 1 0 0 0 0
0 1 1 0 1 1 0 0 0 0 0 0 0 0
1 0 1 0 1 0 0 0 0 0 1 0 0 0
0 1 0 0 0 1 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0 1 0 0
1 0 0 0 0 1 0 0 0 0 0 0 1 0
1 1 0 1 1 1 0 0 0 0 0 0 0 1
0 1 1 1 1 1 0 0 0 0 0 0 0 0


After row operations, we obtain an extended generator matrix of C ∩ W in a systematic form with

respect to the bases Dj:

GU =
(

1 0 1 1 0 0 0 1 1 0 0 1 1 1
0 1 0 1 1 1 1 1 1 1 1 1 1 1

)

As a binary code, C has length n = 14 and dimension k = 2. As a block code, it has length n = 7
and dimension k = 2.

Let’s now establish a lower bound on the cardinality of a generalized subspace subcode in the rank
metric, expressed in terms of the dimensions of the underlying subspaces.

Proposition 3.12. Let C be a [n, k, d = dR(C)]qm-code, and let V1, . . . , Vn be Fq-subspaces of Fqm of
respective dimensions s1, . . . , sn ≤ m. Define the ambient subspace W :=

∏n
i=1 Vi ⊆ Fn

qm . Then the
following inequality holds :

q
∑n

i=1
si−m(n−k) ≤ |C ∩ W |.

Proof. Without loss of generality, assume that s1 ≤ s2 ≤ · · · ≤ sn. By permuting the coordinates of
C, which preserves its code parameters and subcode dimension (up to isometry), we may assume that
V1 ⊆ V2 ⊆ · · · ⊆ Vn.

Let {β1, . . . , βsn
} be a common Fq-basis such that Vi = ⟨β1, . . . , βsi

⟩. Then any vector c =
(c1, . . . , cn) ∈ W can be written as:

ci =
si∑

t=1
ut,iβt =

sn∑
t=1

ut,iβt, where ut,i = 0 for t > si.

Hence,

c = (β1, . . . , βsn) · U , where U ∈ Fsn×n
q .

Let H ∈ F(n−k)×n
qm be a parity-check matrix of C. Then c ∈ C if and only if :

(β1, . . . , βsn) · U · HT = 0.
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Expanding each product βihj,t over a fixed Fq-basis {γ1, . . . , γm} of Fqm , we write :

βihj,t =
m∑

ℓ=1
δ

(j,ℓ)
i,t γℓ, δ

(j,ℓ)
i,t ∈ Fq.

So the condition above leads to the following linear system over Fq in the unknowns ut,i :

sn∑
i=1

n∑
t=1

δ
(j,ℓ)
i,t ui,t = 0 for all j = 1, . . . , n − k, ℓ = 1, . . . , m.

This gives a system of m(n − k) linear equations in
∑n

i=1 si unknowns. Hence, the space of solutions has
dimension at least

∑n
i=1 si − m(n − k), which yields |C ∩ W | ≥ q

∑n

i=1
si−m(n−k).

Notice that taking s1 = . . . = sn leads to the result obtained by E. Gabidulin and P. Loidreau in
[11] as a special case.

Corollary 3.13 ([11], Proposition 1). Let C be a [n, k, d = dR(C)]qm-code and let V ⊆ Fqm be an
Fq-subspace of dimension s ≤ m. Then,

qns−m(n−k) ≤ |C ∩ V n|.

To summarize, we have established an explicit representation of generalized subspace subcodes using
expansion maps, change-of-basis matrices, and shortening operations. These tools pave the way for
efficient construction and analysis of subcodes with tailored structural properties.

4. Generalized subspace subcodes of Gabidulin codes

4.1. Gabidulin codes

Gabidulin codes [9] are a class of maximum rank distance (MRD) codes constructed using q-
polynomials, also known as linearized polynomials, first studied by Ore in [25]. These polynomials
are of the form P (z) =

∑
i piz

qi , with pi ∈ Fqm and finitely many nonzero coefficients. We adopt the
shorthand notation [i] := qi, so that P (z) =

∑
i piz

[i].
The set of q-polynomials with coefficients in Fqm , equipped with addition and composition, forms a

non-commutative ring denoted by Pqm . These polynomials induce Fq-linear endomorphisms of Fqm .

Definition 4.1. Let g = (g1, . . . , gn) ∈ Fn
qm be such that the gj’s are Fq-linearly independent, and let

k < n. The Gabidulin code of length n, dimension k, and support g is defined as:

Gabk(g) =
{

(P (g1), . . . , P (gn)) ∈ Fn
qm

∣∣ P ∈ Pqm , degq(P ) < k
}

.

A generator matrix of Gabk(g) is given by the k × n matrix:

G =


g

[0]
1 · · · g

[0]
n

g
[1]
1 · · · g

[1]
n

...
. . .

...
g

[k−1]
1 · · · g

[k−1]
n

 .

Gabidulin codes meet the Singleton bound for the rank metric, and therefore satisfy dR = n − k + 1.
Consequently, they can correct up to τmax =

⌊
n−k

2
⌋

rank errors.
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Note that the structure of Gabidulin codes is analogous to that of Reed-Solomon codes, with the
classical monomial powers gi

j replaced by Frobenius powers g
[i]
j , and the support being a set of linearly

independent elements over Fq.
It is also well known that a parity-check matrix of a [n, k, d]-Gabidulin code is given by:

H =


h

[0]
1 · · · h

[0]
n

h
[1]
1 · · · h

[1]
n

...
. . .

...
h

[d−2]
1 · · · h

[d−2]
n

 ,

where h = (h1, . . . , hn) ∈ Gabk(g)⊥ is a codeword of full rank.

4.2. Rank generalized Subspace subcodes of Gabidulin codes

We now specialize the results established previously to the important family of Gabidulin codes.
We first present a lemma relating the generalized subspace subcodes of Gabidulin codes to a well-known
Gabidulin parent code, and derive explicit cardinality bounds.

Lemma 4.2. Let Gabk(g) be an [n, k, d]-Gabidulin code over Fqm . Consider subspaces V1, . . . , Vn of
dimensions s1, . . . , sn ≤ m and define W =

∏n
i=1 Vi. Then, each codeword of Gabk(g)∩W maps uniquely

to a codeword of the Gabidulin code BW having parity-check matrix

T = (β[m−i+1]
j )1≤i≤d−1, 1≤j≤s

with s = maxi(si) and (β1, . . . , βs) linearly independent.

Proof. According to Proposition 3.12, we have

c ∈ C ∩ W ⇐⇒

{
c = (β1, β2, · · · , βsn

)U
(β1, β2, · · · , βsn)UHT = 0

where H =


h

[0]
1 · · · h

[0]
n

h
[1]
1 · · · h

[1]
n

... · · ·
...

h
[d−2]
1 · · · h

[d−2]
n

.

By setting L = UHT , we have

Li,j =
n∑

l=1
ui,lh

[j−1]
l =

(
n∑

l=1
ui,lhl

)[j−1]

= L
[j−1]
i,1 .

Since 0 = (β1, β2, · · · , βsn
)UHT , for wi = Li,1 and 1 ≤ j ≤ d − 1 we have

0 = (β1, β2, · · · , βsn
).


w

[j−1]
1

w
[j−1]
2
...

w
[j−1]
sn


= β1w

[j−1]
1 + β2w

[j−1]
2 + · · · + βsnw

[j−1]
sn

= (β[m−j+1]
1 w1 + β

[m−j+1]
2 w2 + · · · + β

[m−j+1]
sn wsn

)[j−1]
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= β
[m−j+1]
1 w1 + β

[m−j+1]
2 w2 + · · · + β

[m−j+1]
sn wsn

= (w1, · · · , wsn
)


β

[m−j+1]
1

β
[m−j+1]
2

...
β

[m−j+1]
sn


Which leads to

(w1, . . . , wsn)


β

[m]
1 β

[m−1]
1 · · · β

[m−d+2]
1

β
[m]
2 β

[m−1]
2 · · · β

[m−d+2]
2

...
... · · ·

...
β

[m]
sn β

[m−1]
sn · · · β

[m−d+2]
sn

 = 0

Let BW be the Gabidulin code having parity-check matrix T = (β[m−i+1]
j )d−1,sn

i=1,j=1. Then, c =
(β1, β2, · · · , βsn)U ∈ Gabk(g) ∩ W =⇒ (w1, · · · , wsn) ∈ BW .

The lemma above allows us to establish explicit cardinality bounds.

Theorem 4.3. Let Gabk(g) be a [n, k, d]-Gabidulin code over Fqm , and W =
∏

i Vi as above. Then,

q
∑

i
si−m(n−k) ≤ |Gabk(g) ∩ W | ≤ qm(maxi(si)−(n−k)).

Proof. According to Lemma 4.2, c = (β1, β2, · · · , βsn)U ∈ Gabk(g) ∩ W =⇒ (w1, · · · , wsn) ∈ BW . So
we have |Gabk(g)∩W | ≤ |BW | = qm(sn−d+1) = q

m(max
i

(si)−d+1)
. According to proposition 3.12, and since

d = n − k + 1, we get q

n∑
i=1

si−m(n−k)
≤ |Gabk(g) ∩ W | ≤ q

m( max
1≤i≤n

(si)−(n−k))
.

One can remark that taking s1 = · · · = sn = s gives the following corollary, which is also a known
result from [11].

Corollary 4.4 ([11]). Let Gabk(g) be a [n, k, d]−Gabidulin code of length n over Fqm and V be a
Fq−subspaces of Fqm with dimension s ≤ m. If ns − m(n − k) > 0 then,

qns−m(n−k) ≤ |Gabk(g)|V | ≤ qm(s−(n−k))

The following result is a direct consequence of Proposition 3.4, and will be useful to compute a
generator matrix of a Generalized Subspace Subcode of a Gabidulin code.

Proposition 4.5. The q−ary image Gabk(g)((Bi)i) of a Gabidulin code Gabk(g) with respect to the n

bases (B1, . . . , Bn) of Fqm , is generated by the block matrix ((M qi−1

gj
))1≤i≤k,1≤j≤n ∈ (Fm×m

q )k×n where
the matrix MT

gj
= MB,Bj (θgj ) is the matrix of the linear map θgj = ϕBj ◦ fgj ◦ ϕ−1

B with fgj (x) = gjx
for any x ∈ Fqm , and B being a fixed basis.

Using the previous results and the relation between shortening and puncturing operations, we obtain
the following explicit algorithm to construct a generator matrix for the generalized subspace subcodes of
Gabidulin codes.
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Algorithm 1 Generator matrix of Gabk(g) ∩ W

Input A generator matrix G ∈ Fk×n
qm of Gabk(g), a set of n bases D1, . . . , Dn of subspaces from Fqm with

dimensions respectively s1, · · · , sn ≤ m.

Output GU generator matrix of (Gabk(g) ∩ W )((Dj )j )

U =
n⋃

j=1
uj such that for 1 ≤ j ≤ n, uj = {(j − 1)m + 1, . . . , (j − 1)m + sj}.

Complete the families D1, . . . , Dn into n basis B1, . . . , Bn of Fqm

Set Qj be the change-of-basis matrix from the basis B to the basis Bj ,
Compute a generator matrix ĜB of Gabk(g)(B)

Compute a parity check matrix ĤB from ĜB

Compute Ĥ
B

(Bj )j
= ĤB · Diag((Q−1

1 )T , . . . , (Q−1
n )T )

Compute HU = (ĤB

(Bj )j
)/Ū as a parity-check matrix of (Gabk(g))|Ū

Compute GU , generator matrix of (Gabk(g) ∩ W )((Dj )j ) from HU .

Algorithm 1 thus provides a practical method to explicitly generate generalized subspace subcodes.

5. Parent codes of Gabidulin RGSS codes

In the previous section, we established a close relationship between generalized subspace subcodes of
Gabidulin codes and certain "parent" Gabidulin codes. We now formalize this relationship by introducing
the notion of a parent code, which plays a key role for decoding and structural analysis. Recall that given
s = max(si) ≥ d, each codeword in Gabk(g) ∩ W corresponds uniquely to a codeword in the Gabidulin
code BW , which is an MRD code with parameters [s, s − d + 1, d] and parity-check matrix:

T = (β[m−i+1]
j )1≤i≤d−1, 1≤j≤s.

Definition 5.1 (Parent Code). Let W =
∏n

i=1 Vi be a product of Fq-subspaces of Fqm . The Gabidulin
code BW defined by the parity-check matrix

T = (β[m−i+1]
j )1≤i≤d−1, 1≤j≤s

is called the parent code of the generalized subspace subcode Gabk(g) ∩ W , denoted by PGabk(g)∩W .

The following proposition formalizes the linear embedding from the generalized subspace subcode
into its parent code.

Proposition 5.2. Let Gabk(g) be a [n, k, d]qm-Gabidulin code with a parity-check matrix whose first row
is h = (h1, . . . , hn). Consider subspaces Vi with dimensions si ≤ m, and let W =

∏
i Vi. Assume bases

bi = {β1, . . . , βsi
} form an inclusion chain, and let b = (β1, . . . , βsn

). Then the Fq-linear map

fb : W → Fsn
qm , c = bU 7→ hUT ,

is rank-preserving, injective, and satisfies:

fb(Gabk(g) ∩ W ) ⊆ PGabk(g)∩W .

Proof. Since the vectors in h are linearly independent over Fq, ker(fb) = {0}. Therefore, fb is injective
and preserves the rank :

wR(bU) = rank(U) = wR(hUT ).

By construction, it follows that fb(Gabk(g) ∩ W ) ⊆ PGabk(g)∩W .
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Remark 5.3. From the previous Proposition 5.2, we can also deduce that the minimum distance of d′ of
Gabk(g) ∩ W satisfies d′ ≥ d.

In [10], the authors used this technique to make an algorithm for the encoding and decoding of the
subcode on the subspace because there was no simple method to do it. Unfortunately, this method offers
the same correction capacity as that of primary code. So we prefer to use the construction described in
the previous section, which allows us to have a direct construction method even if we still do not have
an improvement for the correction capacity.

6. Applications to cryptography

Cryptography based on rank-metric codes is a very serious alternative to reduce key sizes in code-
based cryptography, because the best attacks in rank-metric are exponential with a quadratic exponent,
while the best in hamming metric are exponential with a linear exponent. The goal of this section is
to show that these codes are potential candidates for rank-metric cryptography in a McEliece settings.
Let us recall that the general idea in a McEliece-like cryptosystems is to first choose a linear code C
from a family of structured codes, that will serve as the secret key. The code C will then undergo some
transformations in order to hide its structure and will result in a public code Cpub that will be published
together with a correction capacity t′ depending on the used transformations and the correction capacity
of the secret code C. It is well known that, faced to such a system, the attacker must either distinguish the
public code from a random code, or solve and instance of the general decoding problem with a random
code. Following this idea, Gabidulin, Paramonov and Tretjakov (GPT) [13] were the first to propose the
use of the family of Gabidulin codes in a system today known as GPT cryptosystem. Unfortunately, a
polynomial-time attack was proposed on the GPT cryptosystem and its improvements by Overbeck [27]
and several other works. The weaknesses mainly come from the fact that Gabidulin codes are invariant
under the Frobenius automorphism. To avoid this type of attacks, some directions have been taken, and
one of them is the use of subcodes of Gabidulin codes. The latter idea was followed by Berger, Gaborit
and Ruatta [4] with a system based on subcodes of q−ary images Gabk(g)(B) of Gabidulin codes for a
fixed basis B. The security of the system is then relied on the subcode equivalence problem [4].

According to [4] the complexity for solving the subcode equivalence problem by enumeration of Basis
B is a factor of the number of Fq−bases in Fqm . Therefore, Generalized Subspace Subcodes can be used
to improve the security or the key-sizes of the cryptosystem in [4] as using GSS codes of Gabidulin
codes is equivalent to base the system on subcodes of q−ary images Gabk(g)((Bj)j) of Gabidulin codes
for a family of bases B1, · · · , Bn and, in our case, the attacker must search for n bases instead of just
one for solving the subcode equivalence problem by enumeration of Basis. More formally, let’s consider
Q, Q1, · · · , Qn ∈ GL(q, m). For a q−ary matrix code D 3 we also define Φ(Qj)n

j=1,Q(D) by

Φ(Qj)n
j=1,Q(D) = {(Q1M1, · · · , QnMn)Q | M = Mϕ−1

B
(c), c ∈ D}. (3)

Using Generalized Subspace Subcodes of Gabidulin codes in a McEliece-like cryptosystem results to the
following problem.

Problem 6.1. (Generalized Subcode equivalence on binary Image Codes, GSIC).
Given two q−ary matrix codes C and D, find Q, Q1, · · · , Qn ∈ GL(q, m), such that Φ(Qj)n

j=1,Q(D) is a
subcode of C.

One can remark that for Q1 = Q2 = · · · = Qn, the previous problem gives rise to the SEMC problem
defined in [4, Theorem 3], and shown to be NP-complete.

3 Here the code D can be viewed as included in Fmn
q , but we use the term matrix code here to make connection

with [4] where the codewords of D are viewed as matrices from Fm×n
q , and it is also the case here
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One of the best ways to solve the SEMC as shown in [4], is to enumerate the set of all Fq-bases in
Fqm to find Q1 whereas in our case we need to find n different bases Q1, Q2, . . . , Qn simultaneously and,
these will give a cost estimated as

mnNq,m,n

m(qm − 1) × (n + q − 1
q

)m3 × k′m2(n − k)

instead of
Nq,m,1

m(qm − 1) × (n + q − 1
q

)m3 × k′m2(n − k)

as obtained in [4], where

Nq,m,n = (
m−1∏
i=0

(qm − qi))n = Nq,m,1 · (
m−1∏
i=0

(qm − qi))n−1.

We emphasize that the idea of this section was not to propose a cryptosystem, because this requires a
complete overview of the different existing attacks and this goes beyond the scope of this paper. However,
we wanted to at least show that generalized subspace subcodes in the rank-metric deserve to be studied
for their potential applications in cryptography. We see from the above that there could be a significant
gain by using RGSS of Gabidulin codes in a McEliece settings compared to the system of Berger et al.
[4].

7. Conclusion

In conclusion, we have generalized the notion of Subspace Subcodes in Rank metric introduced by
Gabidulin and Loidreau and also characterize this family by giving an algorithm allowing to compute
generator and parity-check matrices of these codes from the generator and parity-check matrices of the
associated extended codes. We have also studied the specific case of generalized subspace subcodes of
Gabidulin codes and show that they are applicable to cryptography in a McEliece settings.

The proposed algorithm for generating generator and parity-check matrices based on associated
extended codes not only enhances the practicality of these codes but also opens avenues for further
exploration and application in cryptology.
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